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Non-regulatory agency of Dept. of Commerce 
 
Mission: To promote U.S. innovation and industrial 
competitiveness by advancing measurement science, 
standards, and technology in ways that enhance 
economic security and improve our quality of life. 
 

NIST (3000 employees, 2500 associate researchers): 
Innovation and Industry Services 
Laboratory Programs 

•  Center for Neutron Research 
•  Center for Nanoscale Sciences 
•  Communications Technology 
•  Engineering Lab 
•  Information Technology 
•  Material Measurement (925-975 staff/assoc.) 
•  Physical Measurement 

      Management Resources (including Safety) 

Other MML Work Locations: Hollings Marine Lab (SC), 
Brookhaven National Lab (NY); Institute for Biosciences 
and Biotech Research (MD); Stanford University (CA) 



Material	Measurement	Laboratory	(MML)	Subject	Areas	
Advanced	Materials	
Biomedical	and	Health	
Chemistry	
Electronics	
Energy	
Environment/Climate	
Food	Safety	and	Nutri>on	
Manufacturing	
Measurement	Standards	
Nanotechnology	
Physical	Infrastructure	
Radioac>vity	
Safety,	Security	and	Forensics	
Standard	Reference	Materials	
Transporta>on	

MML	Physical	Work	Environments	
Laboratories:			.	

Chemistry	
Biology	
Laser	

Mechanical	tes>ng	
Clean	Rooms	

	
Field	Work	

		
Shops	

Neutron	Facili>es	
X-ray	beams	
Synchrotrons	

Large	scale	material	prep	
Warehousing	



Safety Management System Core:  
Hazard Analysis and Control 

Hazard: Potential for harm associated with a 
condition or activity that if left uncontrolled can 
result in injury, illness or damage to the property or 
environment. 

 

Hazard Analysis: Any of a variety of techniques that 
focuses on job tasks as a way to identify hazards 
before they occur… focusing on the relationship 
between the worker, the task, the tools and work 
environment 

From OSHA Job Hazard Analysis 



MML Task: Develop a database for hazard review and approval 

Requirements 
 
•  Meet NIST Safety requirements  
•  Eliminate paper 
•  Adequate for all types of work 
•  Web-based to allow access at all work 

locations 
•  Ease of use – logical work flow 
•  Ability to copy or clone hazard reviews 

and modify for similar work 
•  Electronic routing for review and 

approval and notifications 
•  Maintain approved user list 
•  Database functionality for searching 
•  Ability to create reports 

–  Locations 
–  People 
–  Hazard types 
–  Controls 
–  Other 

Page 1 of 8 of the 2010 form. This replaced a 1993, 2-p form 



1.  Fully describe activity 
1.  Define activity boundaries (e.g., voltage, T, P, quantity limits, etc. if necessary) 
2.  Define subtasks or steps of the activity that present hazards and identify the hazards; i.e., perform a Job 

Safety Analysis (JSA) 
3.  Identify hazardous substances used and hazardous wastes generated 
4.  Identify key stages of activity for hazards (i.e., set-up, maintenance, replenishment, etc.) 

2.  Specify physical locations and review suitability of physical location for proposed work 
3.  Compatibility assessment (with other work performed in the area) 
4.  Specify procedures, e.g., SOPs, job instructions, equipment manuals, etc. 
5.  Reference or attach supporting documents including: exposure assessments, ODH calculations, biohazard forms, 

radioactive material approvals, etc., as applicable 
6.  Mitigate hazards; use hierarchy of controls (elimination, substitution, engineering, administrative, PPE) 
7.  Confirm controls are in place or will be in place when work commences 
8.  Include an incident response plan (how to handle emergency or off-normal conditions) 
9.  Use RHI Matrix to determine risk (severity and likelihood); associate RHI value with each controlled hazard, 
10. Flag: LOTO, confined space, hearing protection, respirators, fall protection, exposure assessments 
11.  Ability to notify other managers of hazards that may impact their operations 
12.  Include PPE certification– attest that hazards were evaluated and PPE selected accordingly 
13. Approve hazard review 
14. Authorize work 
15. Authorize workers  

NIST Requirements:  Job Hazard Analysis tied to Risk Assessment 

Items in red: data fields 
Items in blue: functions 



NIST Requirements for Risk Assessment, Work and Worker Approval 

RHI = intersection of 
potential severity and 
likelihood of exposure 
to the hazard or of an 

incident occurring 

POTENTIAL SEVERITY OF HAZARD 

Catastrophic 
Death or 

permanent 
disability 

System or 
facility loss 

Lasting 
environmental 

or public 
health impact 

Severe 
Serious injury; 

temporary 
disability 

Subsystem 
loss or facility 

damage 

Temporary 
environmental 

or public 
health impact 

Moderate 
Medical 

treatment; lost-
work-day(s) 

Minor facility 
damage 

External 
reporting/cleanup 

requirements 

Minor 
First-aid only 

Negligible or 
slight damage 

Routine cleanup 

LI
K

EL
IH

O
O

D
 O

F 
O

C
C

U
R

R
EN

C
E 

Frequent 
Likely to occur 

repeatedly 

CRITICAL 
RHI=4 

CRITICAL 
RHI=4 

SERIOUS 
RHI=3 

Medium 
RHI=2 

Probable 
Likely to occur 

multiple but 
infrequent times 

CRITICAL 
RHI=4 

CRITICAL 
RHI=4 

SERIOUS 
RHI=3 

Medium 
RHI=2 

Occasional 
Likely to occur 
at some time 

CRITICAL 
RHI=4 

SERIOUS 
RHI=3 

Medium 
RHI=2 

Low 
RHI=1 

Remote 
Possible, but 
not likely to 

occur 

SERIOUS 
RHI=3 

Medium 
RHI=2 

Medium 
RHI=2 

Low 
RHI=1 

Improbable 
Very unlikely; 

can reasonably 
assume it will 

not occur 

Medium 
RHI=2 

Low 
RHI=1 

Low 
RHI=1 

Minimal 
RHI=0 

 

Every step of the work activity is evaluated, 
hazards identified, mitigated and the risk is 
assessed for each step (RHI value) 
 
The overall activity RHI = the highest risk 
step in the activity 
 
Hazard review and work approval is tied to 
the activity risk level: 

RHI=0,1:    1st level supervisor 
RHI=2 :      1st and 2nd level supervisor   
                   and safety rep 
RHI=3        1st and 2nd level supervisor, 

     safety rep, committee of  
               experts, Lab Director 

RHI=4 work is not permitted 
 
Workers approved by 1st level supervisor 
based on successful completion of required 
training 
 
Lab contacts are notified 
 
MML: Out of hours works for high hazard 
activities approved by 2nd level supervisor 
 
Leveraged an existing database that 
contained people and their roles. 
 



Evolution of Database Requirements 

Generate hazard and PPE icons and NFPA summary  

Use drop-down menus wherever possible  

People 
Locations 
Material properties and storage requirements 
Hazard types 
Stage of operation of potential exposure 
Controls in order of the hierarchy, include list of PPE 
Severity and likelihood selections 

Develop review questionnaire to cover requirements, track rejections, 
comments and approvals 

 Completeness, accuracy, etc. 
 Space review  
 Compatibility with other activities  
 PPE attestation 
 Notify other managers if work could affect them 
 Verify controls are in place and functional 

Electronic routing for approval according to RHI value 
Email to P.I. at each step 
Allow revisions to rejected reviews, resubmission 
Reminder emails to managers when approvals are pending 

Ability to add users and delete users to approved activities (without 
having to reapprove the activity) 
 

 

Items in blue: functions 





Click Get Started and add title. Three step process– describe work , assess hazards, and submit for  review 

Get Started 
Create an activity 



Page	1.	Tab	1.	Part	one:	enter	ac>vity	frequency,	editors	if	you	want	to	work	collabora>vely,	ac>vity	descrip>on,	and	
loca>ons	(mul>ple	loca>ons	are	permiQed)	



Page	1.	Tab	1.	Part	two:	upload	applicable	documents,	or	specify	loca>on	of	documents	only	available	in	hard	copy.	If	users	
work	radioac>ve	material	or	biohazards	they	must	upload	the	forms	that	indicate	permission.	Response	plan	required.		



Page 1. Tab 2. List equipment and steps in the task, applicable signage requirements, pressure and temperature 
ranges (these fields are not required) 

Page 1. Tabs 3 and 4. List substances and quantities handled. Select from drop-down menus:  NFPA values, flag: 
carcinogens, biohazards, cryogens, nano-materials, acids/corrosives, specific storage requirements.  



PAGE	2.	Hazard	Assessment	Iden>fy	hazards	!	Es>mate	Severity!	Enter	stage	of	opera>ons!	Add	
controls	!	Es>mate	Likelihood	of	exposure	with	controls	in	place.	System	displays	Risk	Hazard	Index	

Prepopulated with task equipment and steps, and substances listed 



PAGE	2.	Iden>fy	hazards	!	Es>mate	Severity!	Specific	stage	of	opera>on	for	possible	exposure/incident	

√ None
   Minor
   Moderate
   Severe
   Catastrophic

√ None
   Set-up and/or tear-down
   Replenishment operations
   Normal operations
   Maintenance operations
   Multiple stages
   Other



PAGE 2. Continued--  Add controls ! Estimate Likelihood.  The system calculates the  Risk Hazard Index value 

√ None
   Frequent
  Probable
  Occasional
  Remote
  Improbable



PAGE 3. Submit review. System checks for completeness of documentation and hazard assessment. Once 
submitted the review is locked unless a review rejects it. This returns the review to the P.I. 



::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::	
Ac>vity	Title:	test	
HRA	ID:	630.00.0089.052212i	
Principal	Inves>gator:	Liz	Mackey	
::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::	
	
This	email	was	generated	by	the	MML	Hazard	Review	and	Approval	System	to	inform	
you	that	the	hazard	review	package	for	the	ac>vity	shown	above	has	been	submiQed	
and	is	ready	for	review.	
	
The	sec>on	below	provides	detailed	informa>on	on	what	ac>ons	are	required.	
================================================================================	
*	ACTION	REQUIRED	BY:	Liz	Mackey	
*	Please	review	the	informa>on	in	the	hazard	review	package,	which	is	located	at:	
hQps://mmltest.nist.gov/mml/safety/public/ac>vi>es/94	
*	Complete	the	review	and	approval	form	located	at:	
hQps://mmltest.nist.gov/mml/safety/public/reviews/161/edit	
*	Please	complete	this	review	within	one	week.	
================================================================================	
	
--------------------------------------------------------------------------------	
Accessing	the	Hazard	Review	and	Approval	System	will	require	you	to	log	in	using	your	NIST	
General	creden>als.	
System	Homepage:	hQps://mmltest.nist.gov/mml/safety/public/	
	

Example	emails	from	
the	test	system	

::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::	
Ac>vity	Title:	Big	old	aQachment	test	
HRA	ID:	630.00.0083.042612i	
Principal	Inves>gator:	Liz	Mackey	
::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::	
	
This	email	was	generated	by	the	MML	Hazard	Review	and	Approval	System	to	inform	you	
that	the	hazard	review	package	for	the	ac>vity	listed	above	has	been	approved	by	the	Division	Chief.	
	
This	approval	cons>tutes	authoriza>on	for	the	ac>vity	to	commence.	
	
Note	that	individuals	must	be	authorized	by	their	Group	Leaders	to	perform	the	work.	Division	Chief	
approval	is	required	to	perform	work	alone	and	out-of-hours.	
	
This	new	ac>vity	may	now	be	performed	as	described.	
	
View	Ac>vity:	hQps://mmltest.nist.gov/mml/safety/public/ac>vi>es/84	
	
--------------------------------------------------------------------------------	
Accessing	the	Hazard	Review	and	Approval	System	will	require	you	to	log	in	using	your	NIST	General	
creden>als.	
System	Homepage:	hQps://mmltest.nist.gov/mml/safety/public/	
	

Q:	What	happens	next?	
	
A:	Electronic	rou>ng	for	review	
and	approval	



Compressed summary view of an approved hazard review. User approval table, combined NFPA, icons for PPE 
required for the activity.  List of steps, materials, hazards, severity, required controls, likelihood, controlled RHI. 



Users can be added or deleted from any hazard review by the PI and 1st level supervisor who can also change PI   



Review	and	Approval	

•  Reviews are routed to 1st level supervisor (all RHI values); Safety Rep and 2nd Level supervisor (RHI≥2); 
Committee and Lab Director (RHI=3).  Ability to proxy to safety personnel, other experts. Lab contacts notified. 

•  Focus is on adequate description of work, mitigation of hazards, risk assessment, compliance with safety 
programs and notification of neighboring labs if necessary. 



The system sends weekly reminders of any outstanding approvals. Emails go to P.I. when approval completed.   



Look up information by location, person, hazards, 
mitigation strategies, training requirements and 
filter by organization or by status of the activity. 



Hazard Review and Approval Database– Advantages for Managers 

 

Who is working with what hazards in which locations 
In the event of emergency -- what hazards exist in which rooms 

Determine where incompatible activities may reside (search by room) 
List of safety training requirements tied to work performed 

List of safety equipment – useful for maintenance 
List of PPE– useful to maintain supplies 

Facilitates notification of users 
•  e.g., product recalls 

•  New safety information 
•  New requirements 

 

Facilitates audits of high hazards, specific hazards, and 
specific types of PPE 



Hazard Review and Approval Database– Advantages for Users 

Collaboration among scientists– can share hazard reviews and 
work procedures 

Database structure and work-flow make it easy to use --
workflow from left to right guides the user in how to perform risk 
assessment 

Built-in drop down menus with list of hazards  

Built-in drop down menus with controls that can be applied 

Built-in tools, e.g., links to chemical inventory, glove-chemical 
compatibility guide, safety program guides 

Educational process– used to teach new employees, post-
docs, students how to work safely  

 

Can	I	see	your	hazard	review	for	that	work?	

Biggest Challenge: RHI Matrix 
Judgment, lack of consistency 



Thank you for the opportunity to give this presentation!

Questions?

*	
*	

*	
*	

*	

*	

*	
*	

MML launched the system in March 2013*. OSHE, PML, CTL, 
joined in 2014*. EL in 2015*, and ITL, MR, and NCNR in 2016* 


