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DNV GL Organization

MARITIME OIL & GAS ENERGY BUSINESS

ASSURANCE

MARINE CYBERNETICS

RESEARCH & INNOVATION
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Together we will cover

2:30pm - Overview of Bowtie

3pm-5:30pm - Workshop

= Basic principles

= Best practices (do’s and don’ts)

= Plenary and group exercises — develop bowties
= Link to organizational and safety culture
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What is a bowtie, and how can it be used?
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Not good for hazard identification
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Bowtie Risk Process

Identify — Assess — Control — Recover
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Bowties link physical controls to your management system
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Accident Causation Model — James Reason

Applicable regulations and ]
good practice guidance Regulatlons and

Academic Associations

Grant rules and requirements

pertaining to the research Grant Funding Bodies
University policies, practices, . ) /
leadership, and oversight University . . ,
Departrn.ental pOlICIE?, practices, Department
leadership, and oversight /
Principal Investigator/lab policies, Principal Investigator/
practices, leadership, and oversight Laboratory )
Knowledge, skills, actions, and Student/Researcher . ’ .
decisions of the graduate-level
researchers ‘

o |

Incident
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Bowties — Brief History

1979

THE UNIVERSITY
OF QUEENSLAND

AUSTRALIA

1988
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Bowties - History

It is said that the first ‘real’ Bowtie diagrams appeared in the (Imperial Chemistry Industry) course notes of a lecture on
HAZAN (Hazard Analysis) given at The University of Queensland, Australia (in 1979), but how and when the method found its
exact origin is not completely clear.

The catastrophic incident on the Piper Alpha platform in 1988 awoke the oil & gas industry. After the report of Lord Cullen,
who concluded that there was far too little understanding of Hazards and their accompanying risks that are part of operations,
the urge rose to gain more insight in the causality of seemingly independent events and conditions and to develop a
systematic/systemic way of assuring Barrier over these Hazards.

In the early nineties the Royal Dutch / Shell Group adopted the Bowtie method as company standard for analysing and
managing risks. Shell facilitated extensive research in the application of the Bowtie method and developed a strict rule set for
the definition of all parts, based on their ideas of best practice. The primary motivation of Shell was the necessity of assurance
that appropriate risk Barriers are consistently in place throughout all worldwide operations.

Following Shell, the Bowtie method rapidly gained support throughout the industry, as Bowtie diagrams appeared to be a
suitable visual tool to keep overview of risk management practices, rather than replacing any of the commonly used systems.

In the last decade the Bowtie method also spread outside of the oil & gas industry to include aviation, mining, maritime,
chemical and health care to name a few.
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Bowtie’'s parents . ..

Fault tree

no flow into

barrel E

no flow from
pipe B

no flow from
pipe C

Event tree

pipe B not fed

pipe B

barrel D
empty

pump A
broken

blocked

pipe C not fed

barrel D
empty

pump A
broken

pipe C
blocked

Obstructed release Immediate ignition UVCE/FF

Ny,
>
Yes —>
e
Liquid Release o
(Two-Phase) r g
Ny,
>
> —>

rd

No

>
N,
>

Pool fire

Final event

Explosion + Pool fire

Flash fire + Pool fire

Release not ignition
Jet fire + Pool fire

Explosion + Pool fire

Flash fire + Pool fire

Release not ignition
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. « « Connect them
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. . « Flatten them out
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Next

= Discuss bowtie elements
= Best practices, do’s and don'ts

= Class exercise - identify the bowtie faults
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Example Bowtie diagram

10 —
3 —]

Barrier P1 Barrier P2 HJ Top event E Barrier M1 Barrier M2
Barrier P3 Barrier P4 Barrier M3 Barrier M4

= Underpinned by Fault Tree and Event Tree methodology
= Excellent tool for hazard and risk communication
— Simple for a diverse team to understand

— But easy to get it wrong
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Best practices

= Construct in order:

1.

o v A W N

Hazard / Top Event (most important step)
. All Consequences

. All Threats

Preventive Barriers

Mitigation Barriers
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Example — Do’s and Don’ts

ISO 17776, Haz-01.02 Hydrocarbons in Formation
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Anything wrong?
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Example — Do’s and Don’ts

ISO 17776, Haz-01.02 Hydrocarbons in Formation
(Expanded)

What are you communicating?

Who is your audience?
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What’'s wrong with this bowtie? - Driving

Losing control
of vehicle

Slippery road
conditions

Hit pedestrian /
cyclist

Driving a
vehicle

Driver
distracted
(cell phone,
fatigue,
radio, eating,
etc.)

Driver injury

Crash into
other vehicle

Poor visibility
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What’'s wrong with this bowtie? - Driving

Driver
distracted (cell
phone, fatigue,

radio, eating,
etc.)

Slippery road
conditions

Poor visibility

““

Driving a
vehicle

Losing
control of
vehicle

Better?

Driver injury

Crash into
other vehicle

Hit pedestrian /
cyclist
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What’'s wrong with this bowtie? - Titanic

™

Mustering of

Collision with
iceberg

e

-

Company
procedure to slow
in ice conditions

Lifeboats

passengers

™
-

™
-

™
-

Crow's Nest
(visual observation
and avoidance)

Vessel watertight
integrity of design

Emergency
broadcast (radio
and flares)
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What’'s wrong with this bowtie? - Titanic

Hazard / Top Event are better - what about the barriers?

™

™

Presence of
icebergs

AN\

Collision

e

-

High speed T
sailing

procedure to slow

Company

in ice conditions

Lifeboats

with iceberg

™
-

™
-

™
.

™
-

Mustering of
passengers

Crow's Nest
(visual observation
and avoidance)

Vessel watertight
integrity of design

Emergency
broadcast (radio
and flares)
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What’'s wrong with this bowtie? - Titanic

High speed T
sailing

m

m

Presence of
icebergs

Collision

-

—

with iceberg

Company
procedure to slow
in ice conditions

Crow's Nest
(visual observation
and avoidance)

““

—

-

m
-

m
-

Vessel watertight
integrity of design

Mustering of
passengers

Corrected Bowtie

Emergency
broadcast (radio
and flares)

Lifeboats

I Loss of life |
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What is wrong with this Bowtie? - Chemical

' Electrical Fire l
l Chemical Fire l

Injury / Death I
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What is wrong with this Bowtie? - Chemical

Incorrect
Handling

Injury / Death I
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What is wrong with this Bowtie? - Chemical

““‘

Flammable
\ Liquid \

NANNN

Il

I Exhaust Sparks
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What is wrong with this Bowtie? - Chemical

Vehicle Collision
with Container

Spillage During
Transfer to
Storage Tank

Storage Tank
Corrosion

Incorrectly
Operating Valves

““‘

Flammable
\ Liquid \

Discharge into
River

Loss of
Containment

Fire - Burn
Injuries

Smoke
Inhalation
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What is wrong with this Bowtie? - Laboratory

Air enters
system

Solvent
distilled to
dryness

Pyrophoric
mixture
(THF &
sodium)

Injury
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What is wrong with this Bowtie? - Laboratory

Distracted
I researcher I

condenses

nitrogen
trap

™

™

™

™

-

o

-

-

Valve not
closed on
vacuum line

Pump turned
on

Trap
submerged in
liquid nitrogen

condensed
oxygen comes
into contact

with organic

— Explosion in
pump
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Next

= Group workshops
— Instructors will assign groups
— 15mins to work on 1st exercise + 5mins class discussion

— 30mins for 2nd exercise

— Then review CSB investigation of laboratory incident and final group work




Exercise 1 — Example solution

Enclosure .
design error
Application of
acceptable design
standards
A VA WA N 1
Enclosure . . Tiger .
construction
error
QA during
construction

™ m ™ ol m
") u ") i o

Injury to staff
Enclosure . ;ndypublic
malztr:::nce Secondary Application of Staff member Use of emergency .
Maintenace of all B containment minimum identifies escape, refuge Medical respone
enclosure Escape system - walls, separation raises alarm and
components by Cor:-l?asii:'lfent fences between caged instructs public
competent animals and public

personnel in
acordance with
approved
procedures

. Asset damage -

death of tiger

Use of tranquiliser
. darts by trained

Human error - response team

gate left open

Application of
approved
operating

procedures by
competent
personne

Tiger bigger
and more .

powerful than
expected Examination of
proposed
occupants before
arrival, and
rejection if beyond
design
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Exercise 2 - Copper Digestion
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Exercise 2 — Example solution

Spispieent— . .

eye d_urmg Limit Personal Unobstructed
experiment restriction Protective fumehood Caustic
(either Equipment Chemicals .
procedurally, (e.g., apron,
or through an | |gloves, goggles
engineered etc.)
control)

- -

H H — Eye or skin
H H Sh & Activation of damage
Chemical Dermal ower Ivati
spill clean ™| ™| eye, or Eyewash elmergencz N
up Spill kit with lung arZZmﬁni'l
neutralizing PPE contact P
material

NO2
inhalation H H
Hotplate with Fumehood (air

magnetic exchanges)
stirrer

Consequenc
e of NO2
inhalation?

m

Organic
mixed with H
nitri_c acid = Clean
violent glassware and
reaction Nalgene
bottles void of
organic
contaminants
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Exercise 3 — TTU Incident
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Exercise 3 — Example TTU Solution

Inadvertent

Scale Up

™

new
energetic
material
with
unknown
energetic
properties

™

Synthesis of [-

Strict synthesis
limits of new
materials

BEH
Behavioural

™

S|

d

S|

Restricted
access to lab

BEH
Behavioural

precursor
chemicals

Locked safe for| |pre-approval of

procedures

BEH

Unauthorize
d (criminal)

Activities

hardware

P-HW Passive

Behavioural

™

™

-

-

Restricted Locked safe for
access to lab precursor
chemicals and
BE_H products
Behavioural
P-HW Passive
hardware

Energetic
Material

Safety
Critical
Amount
Exceeded

™

-

™
—

™
-

™
—

Serious
injury or

™
-

death

Safety shield

P-HW Passive
hardware

because of
detonation

Communicate "Good Activate Personal
excursion to PI| | Practice" (e.g. emergency Protective
I divide into alarms and Equipment

smaller response =
Behavioural . P-HW Passive
aliquots) BEH hardware
BEH Behavioural
Behavioural
Communicate "Good Lessons Good
excursion to PI| | Practice"” (e.g. learned communication
divide into program with granting
BehaB\fi';ural smaller BEH agency
aliquots) Behavioural BEH
BEH Behavioural

™

Behavioural

™

™

S|

d

S|

Communicate
excursion to PI

BEH
Behavioural

"Good Public
Practice" (e.g. Relations
divide into Department
smaller (e.g. media
aliquots) response)
BEH BEH
Behavioural Behavioural

-] Damage to
public
reputation

because of
detonation

Loss of
grant funds

because of
detonation
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Exercise 3 — Example TTU Solution - Barrier Incident Diagram

Synthesis of

Energetic
Material

accountability and
oversight by
granting agency

accountability and
oversight within
university

\

\’

Barrier Missing

Barrier Failure

v

Actions to Improve
Recommendations

v y
Immediate Causes| |Immediate Causes
Y ‘l’
Basic or Root Basic or Root
Causes Causes

v

Actions to Improve
Recommendations

procedures and

work practices

\

Research-specific
training

: : ......... :
] =2 ]
Safety Safety Lab policies,

Lessons learned

Vv

Barrier Failure

Barrier Missing

{

{

Immediate Causes

Immediate Causes

!

!

Basic or Root
Causes

Basic or Root
Causes

v

v

Actions to Improve
Recommendations

Actions to Improve
Recommendations

v

Barrier Failure

{

Immediate Causes

!

Basic or Root
Causes

v

Actions to Improve

R dations

Detonation

Barrier Failure

!

Immediate Causes

!

Basic or Root
Causes

v

Actions to Improve
Recommendations
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Conclusions
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Bowtie Risk Model

™ ™

Threat H H
Control Control

™ ™

Threat H H
Control Control

™ ™

Threat H H
Control Control

Prevention

Top Event

Consequence

Consequence

™ ™
= hd
Control Control
™ ™
= bl
Control Control
™ ™
hl |
Control Control

Mitigation

Consequence

L0
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What is wrong with this Bowtie? - Mechanical

Rotating
Equipment

Unplanned
Maintenance

— |\
H‘ Projectile _H
- -

Loss of Control

Injury / Death I
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What is wrong with this Bowtie? - Mechanical

““

Rotating
Equipment

Entering
nacelle

Control Ancillary
equipment
damage

Operational
shutdown
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Crane Ops - Are these Controls independent?

““

. Crane Ops .

Lifting

equipment
malfunction

Loss of Load
Control

™ ™ ™ ™
— — — —

Crane Operator

Error

S ° Licensed lift ° ?ifting Plan - "Safe | |~ Limitation on @
operator Operator training System of Work" lifting over live Lift supervision
P for lift processes /
systems
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Crane Ops - Are these Controls independent?

h__ SN

= .
..

AN\

Lifting
equipment
malfunction

‘EI

Crane Operator ‘T H H L
Error H Injury / Death
Q ?ifting Plan - "Safe @ . . .
System of Work" Limitation on @

for lift lifting over live

— processes /
™ m m
ing:;:i'lil::c/ed H H H
operator @ @ @

Lic d lift
operator

Loss of Load
Control

Operator training Lift supervision
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Bowtie Analysis — What it really looks like

= Large number of routes

= — = Large humber of barriers

— 0 — = Only some are critical
— 1 1 s = Easier to analyze
e Vi 1 i
- & = Easier to communicate
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Bowtie Example - Driving Vehicle

™

™

Intoxicated
driving H

S|

™
b

™
b

Periodic medical
examination for
professional
drivers

Driver loss of
attention (due
to phone,
controlling
radio, fatigue,
eating etc.)

Blowout (tire)

Unexpected

manoeuvre

from nearby
vehicle

Slippery road
conditions

™

Breath alcohol
ignition interlock
device

Agreeing on a
designated driver

Lane departure
warning system

™

S|

™
d

™
=

Lane departure
warning system

No use of phone
policy

™

Induction includes
Distraction
awareness

al

™
e

™
[~

Tyre integrity
system

Defensive driving

Pre drive check of
vehicle

™

™

3]

S|

S|

Adjust vehicle
mirrors

Defensive driving

™

™

al

a

Listen to weather

report and adjust

driving schedule
accordingly

Uneven road
surface

™

Defensive driving

ABS

™

™

al

S|

Pre-journey
planning

Defensive driving

™

™

Poor visibility
(external) H

S|

S|

S|

Listen to weather

report and adjust

driving schedule
accordingly

vehicle lights are
turned on

Defensive driving

Design - company
vehcle spec
includes lights

always on

[E3]

HO01.0 Driving a
vehicle

Losing

control over
the vehicle

™
d

™ ™
d S|

Crash into
other vehicle or

Forward collision
warning system

Slip recovery

competence Crumple zone

™

™ ™

moti
object

S|

[~ S|

Wearing a seatbelt

Head rest adjusted
Airbag to appropriate
height

[E3]

™

S|

No protrusions on
front or side of
vehicle

[E3]

Competence in
confined space
rescue

Roll-over
protection

3]

Hitting a
pedestrian/

cyclist

|-]Crash into deep
water resulting
in entrapment

Vehicle roll-

over

internal of
vehicle
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